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The business impact of data security 
regulations: Featuring Massachusetts

Massachusetts has taken the lead in passing a new regulation — 201 CMR 17:00 — 

that requires companies to implement a comprehensive data security plan that includes 

encryption. This new regulation implements the provisions of an earlier data breach 

notification regulation. 

This article discusses some aspects of the regulation and offers suggestions on how data 

security best practices can help with compliance. Companies should discuss the regulation 

in detail with their legal consul to examine how it affects their unique circumstances and 

the best course of action to be taken.
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As of December 2008, 44 states, the District of 
Columbia, Puerto Rico and the Virgin Islands have 
already enacted legislation requiring notification of 
security breaches involving personal information. 
The states with no security breach laws are 
Alabama, Kentucky, Mississippi, Missouri, New 
Mexico and South Dakota.

Massachusetts has taken the lead in passing a 
new regulation—201 CMR 17.00—that requires 
companies to implement a comprehensive data 
security plan that includes encryption. This 
new regulation implements the provisions of an 
earlier data breach notification regulation. The 
massive 2007 data breach at TJX, a Framingham, 
Massachusetts-based retailer, other smaller breaches 
and the resulting possibility of identity theft for 
Massachusetts residents have spurred lawmakers to 
protect residents from considerable inconvenience 
and financial harm by enforcing this regulation. 

This paper discusses some aspects of the regulation 
and offers suggestions on how data security best 
practices can help with compliance. Companies 
should discuss the regulation in detail with their 
legal consul to examine how it affects their unique 
circumstances and determine the best course of 
action. The complete regulation, which is well 
written with clear requirements, can be found here. 

Broad scope of 201 CMR 17.00: who 
does it affect?

Although some of the existing data security 
regulations and standards such as GLBA, HIPAA 
and PCI DSS affect certain industry verticals 
or types of businesses, 201 CMR 17.00 has 
the potential to affect every company large or 
small, from every industry vertical, that conducts 
business with Massachusetts residents.

The regulation requires any business, including 
out-of-state businesses, to protect the personal 
information of Massachusetts residents. The 
regulation defines personal information as the first 
name and last name or first initial and last name 
combined with any of the following: Social Security 
number, driver’s license number, state-issued ID 
card number, financial account number or credit/
debit card number of the individual.

Generally, larger companies with several thousand 
employees, especially in heavily regulated 
industries such as finance and healthcare, would 
be better prepared because they already have 
been adapting to existing regulations with a similar 
intent. Moreover, large companies usually have full-
time information security teams that already have 
implemented at least some of the requirements of 
the regulation.

Smaller companies, especially those that have not 
yet specifically addressed data security issues, 
would be more affected. It is difficult for small 
companies to have full-time IT staff, especially 
those with specialized security experience to help 
address the issues raised by this regulation.

The business impact of data security regulations: 
Featuring Massachusetts

http://www.mass.gov/?pageID=ocatopic&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eoca
http://www.mass.gov/?pageID=ocatopic&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eoca
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Recognizing these challenges, the Office of 
Consumer Affairs and Business Regulation 
(OCABR) has published several documents that 
provide helpful information on compliance for 
small businesses. 

The factors that would be considered when the 
regulation is enforced include the size of the business; 
the type, sensitivity and volume of information that is 
stored or transmitted; and the resources for security 
that are available to the business. It is important for 
businesses to weigh these factors to help determine 
their appropriate risk-cost balance.

Requirements of the regulation

Unlike some of the other data security regulations 
that offered broad guidance, this regulation has 
specific technical requirements that are to be 
met. The first is that every business must have a 
comprehensive written information security plan and 
must designate at least one employee to maintain 
the plan. The OCABR provides a detailed guide to a 
security plan, a very useful reference for businesses 
that are attempting to write a plan Those that 
already have a plan would be well advised to add 
any relevant recommendations to their plan. 

Using this guide, small businesses can work 
with the consultants who implemented their IT 
systems to tailor the plan to their requirements. It 
is important to ensure that the consultant has a 
security background because some requirements 
go well beyond the scope of standard IT processes. 
The regulation also requires that the plan be 
reviewed at least annually. The security threat 
environment is constantly evolving, with new 
attack vectors and changing business processes 
that require a reevaluation of security measures.

It is important to note that the regulation covers 
sensitive information in any form including 
electronic and paper. Companies must pay 
attention to the physical security of their paper 

documents as well. It is recommended that this 
emphasis on physical security also be extended 
to the IT systems because many attacks can be 
very effective if an attacker gains physical access. 
For example, hard drives containing data could 
be removed from servers or hardware key loggers, 
and malware could be introduced. In addition, 
it is useful to examine how cash is protected in 
companies where only specific employees with 
access rights are allowed to handle cash. Similarly, 
if sensitive data is now recognized as something 
of value, the cash example can offer some tips on 
how one could approach data protection. 

The regulation has specific requirements for how 
IT systems are to be protected. Most businesses 
already have implemented some of these 
requirements. For example, anti-virus software and 
firewalls are widely used because viruses and other 
network-based threats can shut down business 
operations if left unchecked. But although many 
of these existing measures help secure data, they 
alone are not sufficient. This brings us to a key 
technology in securing data: encryption. 

Encryption has long been recognized by security 
experts as the most effective way to secure data—
by making it unreadable by unauthorized users. 
The challenge is implementing it in a business 
environment. The information must be readable 
and easily accessible to legitimate users and for 
data recovery purposes. The regulation requires 
that laptops, portable media and to the extent 
possible email and other information traversing 
a public network be encrypted. The regulation 
also requires the encryption keys to be properly 
managed. This is a small but vital point that 
should not be overlooked. If the encryption keys or 
passwords are compromised, even the strongest 
encryption is defeated.

Going back to the cash analogy, even the 
toughest safe is useless if an attacker gains 
access to the key or lock combination. Businesses 
should carefully review password rules and 

http://www.mass.gov/?pageID=ocatopic&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eoca
http://www.mass.gov/?pageID=ocatopic&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eoca
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recommendations. Larger businesses can handle 
sophisticated key management systems that come 
with encryption solutions. Smaller businesses have 
a choice of PC encryption software that provides 
strong security without the need for elaborate 
key management systems. Encryption vendors 
can provide practical implementation guides that 
minimize operational overhead. Modern solutions 
are designed to operate in a manner that is 
transparent to users. 

Although the regulation states that all personal 
information must be encrypted on PCs, many 
businesses choose to deploy full disk encryption, 
where all the information stored on the disk is 
encrypted. With full disk encryption, users do not 
have to designate files or directories to encrypt, 
or worry about temporary system files that may 
contain sensitive data.

Businesses are also required to encrypt data in 
motion—over wired or wireless networks or via 
email. Network encryption protocols such as SSL 
are convenient to use and do not require special 
user behavior. Of course, the protocols must be 
carefully selected and deployed because some 
protocols are not as strong and are vulnerable, as 
the TJX hack demonstrated—where hackers used 
a wireless protocol with weak security to access 
the network. Email encryption can prove to be 
tricky for businesses. To effectively encrypt and 
decrypt emails, the encryption solution must be 
deployed on both the sender’s and receiver’s side 
of the infrastructure. This can be challenging for 
both large and small businesses because it is not 
easy to enforce solutions on business partners’ 
systems unless they are very large enterprises. 
Fortunately, especially for small businesses, there is 
a simpler alternative available. Businesses can use a 
desktop utility software to simply encrypt and send 
sensitive information as email attachments, which 
the recipients can decrypt with a similar utility. A 
decryption password is required. This can be pre-
arranged or communicated out of band via a phone 
or SMS message, for example. 

User training and processes

Users need to be part of any good security solution. 
Even the best security tools offer only limited 
value if end users are not properly trained. Several 
security breaches have occurred because end 
users were unaware of security considerations or 
made mistakes while handling sensitive data. The 
regulation requires users to be regularly trained 
in security procedures for the correct handling of 
sensitive information, strong password selection 
and appropriate access control procedures. Small 
businesses that do not have the requisite training 
resources should work with their consultants and 
solution providers to develop user training materials 
that are adapted to their business processes.

Costs

The biggest concern for businesses trying to adopt 
the regulation is the cost and the need for expertise 
that is not core to their business. Assuming most 
businesses already deploy basic security such as 
anti-virus software and firewalls, the additional 
cost is for encryption of the PCs as many 
businesses are just beginning to deploy encryption. 
The costs can be phased where the highest risk 
systems are first encrypted, and then encryption 
could be extended to other portable devices 
such as USB thumb drives. The use of portable 
media can be regulated to reduce the risk of data 
loss. The OCABR estimates that it would cost a 
10-person business $3,000 in initial costs. The 
maintenance costs would be a small increment to 
the business’s existing maintenance contract with 
the consultant who set up the IT systems. The cost 
analysis by the OCABR is available here.

Larger organizations can receive significant volume 
discounts when purchasing additional security 
software.

http://www.mass.gov/?pageID=ocaterminal&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eoca&b=terminalcontent&f=idtheft_sbimpact&csid=Eoc
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A silver lining?

One way to look at the regulation is that it costs 
money and resources—but after it has been 
met, it is business as usual. Alternatively, this 
regulation provides an opportunity for companies 
to examine their business processes and look for 
ways to make them more efficient. This regulation 
touches the core of many businesses: Data is the 
lifeblood of a business, and yet many employees 
are drowning in too much information—most of 
which is not required for their work. One could 
take a broader view of the situation with a data 
life cycle approach and look at how information 
flows within an organization—from when it is 
first collected, stored, used, shared and archived 
to the time it needs to be destroyed. For many 
companies—especially in high technology—in 
addition to protecting sensitive personal data, 
protecting their intellectual property secrets is 
vital to their business success. One could take 
a broader approach to data security by applying 
the appropriate processes and controls to the 
information at each stage in the information cycle 
that benefit the business and offer greater security.

[2008 Breach of Information Legislation in 
Process, by State]

Bills were introduced in at least 26 states in 
2008
As of December 2008, 44 states, the District of 
Columbia, Puerto Rico and the Virgin Islands have 
already enacted legislation requiring notification of 
security breaches involving personal information.

States with no security breach laws are Alabama, 
Kentucky, Mississippi, Missouri, New Mexico, and 
South Dakota.

Bills in process

ALABAMA
H.B. 542
February 21, 2008; To House Committee on 
Government Appropriations
Provides a procedure for notification of a security 
breach where computer data containing the 
personal information of an Alabama resident is 
disclosed to an unauthorized person; provides 
limited exceptions; requires standards for the 
storage and protection of computer data containing 
personal information; provides for limited liability 
for breaches.

H.B. 816
April 3, 2008; To House Committee on Commerce
Provides a procedure for notification of a security 
breach where computer data containing the 
personal information of an Alabama resident is 
disclosed to an unauthorized person; provides 
limited exceptions; requires standards for the 
storage and protection of computer data containing 
personal information; provides for limited liability 
for breaches.

S.B. 90A
May 27, 2008; To Senate Committee on 
Governmental Affairs
Provides a procedure for notification of a security 
breach where computer data containing the 
personal information of an Alabama resident is 
disclosed to an unauthorized person; provides 
limited exceptions; requires standards for the 
storage and protection of computer data containing 
personal information; provides for limited liability 
for breaches.
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S.B. 382
February 19, 2008; To Senate Committee on 
Governmental Affairs
Provides a procedure for notification of a security 
breach where computer data containing the 
personal information of an Alabama resident is 
disclosed to an unauthorized person; provides 
limited exceptions; requires standards for the 
storage and protection of computer data containing 
personal information; provides for limited liability 
for breaches.

S.B. 489
March 25, 2008; To Senate Committee on 
Governmental Affairs
Provides a procedure for notification of a security 
breach where computer data containing the personal 
information of an Alabama resident is disclosed to 
an unauthorized person; provides limited exceptions; 
requires standards for the storage and protection 
of computer data containing personal information; 
provides for limited liability for breaches.

S.B. 544
March 27, 2008; To Senate Committee on 
Governmental Affairs
Provides a procedure for notification of a security 
breach where computer data containing the 
personal information of an Alabama resident is 
disclosed to an unauthorized person; provides 
limited exceptions; requires standards for the 
storage and protection of computer data containing 
personal information; provides for limited liability 
for breaches.

ALASKA
H.B. 65
June 18, 2008; Chapter No. 92
Relates to security breaches involving personal 
information, credit report and credit score security 
freezes, consumer credit monitoring, credit 
accuracy, protection of Social Security numbers, 
care of records, disposal of records, identity theft, 

furnishing consumer credit header information, 
credit cards and debit cards, and to the jurisdiction 
of the Office of Administrative Hearings; amends 
Rule 60, Alaska Rules of Civil Procedure.

S.C.R. 35
April 12, 2008; Passed House
Suspends Rules 24(c), 35, 41(b) and 42(e), 
Uniform Rules of the Alaska State Legislature, 
concerning House Bill No. 65, relating to security 
breaches involving personal information, credit 
report and credit score security freezes, protection 
of Social Security numbers, care of records, 
disposal of records, identity theft, credit cards and 
debit cards, and to the jurisdiction of the Office of 
Administrative Hearings.

ARIZONA
S.B. 1218
April 14, 2008; Chapter No. 28
Provides that any collection, maintenance or 
disclosure of pupil educational records compiled 
by the Department of Education in an educational 
database of pupil records shall comply with 
the Family Educational Rights and Privacy Act; 
provides rules for the manner in which the 
database shall be maintained to protect it from 
security breaches and identity theft.

CALIFORNIA
A.B. 779
October 13, 2007; Vetoed by governor
Amends existing law that imposes certain duties 
upon persons or businesses to destroy customer 
records, maintain security, disclose a security 
breach and provide information to a customer 
regarding disclosure of information to third parties; 
prohibits a person, business or public agency that 
sells goods or services to any state resident and 
accepts a credit card, debit card or other payment 
device from storing, retaining, sending or failing 
to limit access to related information; requires 
notification.
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A.B. 1298
October 14, 2007; Chaptered by Secretary of 
State; Chapter No. 699
Applies the prohibitions of the Confidentiality of 
Medical Information Act to any business organized 
for the purpose of maintaining medical information 
to allow an individual to manage his or her 
information or for treatment or diagnosis; permits 
a consumer reporting agency to disclose public 
record information lawfully obtained from an open 
public record to the extent permitted by law; adds 
medical and health insurance information to data 
that constitutes information that would require 
breach disclosure.

A.B. 1656
September 30, 2008; Vetoed by governor
Prohibits a person or entity that sells goods or 
services to state residents and accepts payment 
in the form of a credit card, debit card or other 
payment device from storing, retaining, sending or 
failing to limit access to payment-related data or 
retaining a primary account number or sensitive 
authentication data; requires any person or entity 
that maintains computerized personal information 
to notify the owner or licensee of the information of 
any breach of security of the data immediately.

A.B. 1779
June 24, 2008; In Senate Committee on 
Judiciary: Not heard
Prohibits a person or entity that sells goods or 
services and accepts as payment a credit card, 
debit card or other payment device from storing 
or limiting the access to payment-related data, 
unless a specified exemption applies; requires the 
notification by a person or entity to the owner or 
licensee of information that is subject to a security 
breach to include specified information; requires 
the notice to be also provided to the Office of 
Information Security and Privacy Protection.

A.B. 2362
May 29, 2008; To Senate Committee on Judiciary
Requires an agency, when collecting personal 
information from a resident, to provide notice to 
the resident that his or her personal information 
is being handled in a secure manner that guards 
against unauthorized disclosure; and in the event 
of a security breach in the system, to provide 
timely and appropriate notice.

S.B. 364
September 30, 2008; Vetoed by governor
Amends existing law that requires agencies, 
persons or businesses to report breaches of 
security of computerized personal information; 
requires that notification of those affected include 
a description of the information acquired and a 
toll-free number or email address to contact the 
entity or a credit reporting agency; provides that 
if the owner or licensee is the issuer of a credit or 
debit card or payment device or an agency required 
to give notice, it must disclose the information in 
plain language.

S.B. 751
February 4, 2008; In Senate; Returned to 
Secretary of Senate pursuant to Joint Rule 56
Amends existing law that provides that the 
jurisdiction of a criminal action for unauthorized 
use of another’s personal identifying information 
is the county where the theft occurred or where 
the information was illegally used; expands that 
provision to specify that the jurisdiction of a 
criminal action also includes the county where the 
victim resides. 
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GEORGIA
S.B. 236
May 24, 2007; Act No. 241
Relates to the offense of identity theft; provides 
for notification by certain data collectors upon a 
security breach regarding personal information; 
changes certain provisions relating to the elements 
of the offense of identity fraud; creates the 
offense of identity fraud by receipt of fraudulent 
identification information; provides for a victim’s 
right to file a report with a law enforcement 
agency; modifies certain penalties.

HAWAII
S.B. 2803
July 8, 2008; Governor’s veto overridden by 
House
Implements recommendations of the report of the 
Identity Theft Task Force to protect the security 
of personal information collected and maintained 
by the state and county governments; requires 
agencies to designate an employee to have policy 
and oversight responsibilities for the protection of 
personal information; establishes the Information 
Privacy and Security Council; establishes policies 
related to Social Security numbers, security 
breaches, laptop security and contracted third-
party information use.

ILLINOIS

H.B. 605
March 23, 2007; Rereferred to House Committee 
on Rules
Amends the Personal Information Protection 
Act; defines a breach of the security of system 
data or written material; provides that the notice 
requirements of the Act apply to breaches of 
written material containing personal information; 
provides that a data collector shall notify the 
resident that there has been a breach of the 
security of the system data or written material 
within a reasonable time after the discovery of the 
breach of the system data or written material.

H.B. 5311
April 16, 2008; In House; Tabled
Amends the Electronic Funds Transfer Act; relates 
to breaches of system security; provides that 
an access device contains a magnetic stripe, 
microprocessor chip or other means of storing 
information on a credit card, debit card or stored 
value card; prohibits a person from retaining card 
security code data, the PIN number or the full 
contents of electronic track data; provides for 
reimbursement to the financial institution that 
issued the access devices when there is a security 
breach.

S.B. 1675
December 3, 2007; Rereferred to Senate 
Committee on Rules
Amends the Consumer Fraud and Deceptive 
Business Practices Act and the Credit Card Liability 
Act; provides that in any transaction in which an 
individual authorizes a person or entity to make a 
debit from his or her bank account for the purpose 
of placing a hold on the account to ensure payment 
for future services, the person or entity must 
provide the individual with a written statement 
that includes a reasonable price quote for the 
transaction; relates to identity theft, a security 
breach and liability.

INDIANA

H.B. 1197 
March 24, 2008; Public Law No. 136
Authorizes the attorney general to initiate a 
program to educate consumers of risks posed by a 
security breach; provides, for purposes of the law 
requiring the disclosure of a breach of the security 
of a system, that the unauthorized acquisition of 
a portable electronic device on which personal 
information is stored does not constitute a breach 
of the security of a system if the contents of the 
portable electronic device are encrypted and if the 
encryption key is not compromised.
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IOWA

H.B. 655
March 7, 2007; In House Committee on Public 
Safety
Relates to identity theft including providing 
for the notification of a breach in the security 
of computerized data of personal information; 
allowing a security alert or block on a consumer 
report; allowing the issuance of an identity theft 
passport; requiring the deletion of certain records 
relating to dishonored checks; prohibiting the 
collection of certain unauthorized debt obligations; 
and providing for civil remedies and penalties.

H.B. 2353
February 27, 2008; In House Committee on 
Judiciary
Relates to offenses against identity by specifying a 
procedure to secure credit information; providing 
for the notification of a breach in the security of 
computerized data; and providing penalties.

H.B. 2517
March 13, 2008; In House Committee on State 
Government
Relates to the protection of personal information; 
specifies notice procedures following a security 
breach; provides a penalty.

S.B. 2308
September 10, 2008; Chapter No. 2007-1154
Requires any person who owns or licenses 
computerized data that includes a consumer’s 
personal information that was subject to a security 
breach to give notice of the security breach 
following discovery of such breach; provides 
exceptions; requests the establishment of an 
interim study committee to assess and review 
the extent to which public officials, entities and 
affiliated organizations in possession of personal 
information of a state resident are disclosing such 
information for compensation.

H.S.B. 617
February 6, 2008; In House Committee on State 
Government
Relates to protection of personal information and 
notice procedures following a breach of security.

H.S.B. 721
February 27, 2008; In House Committee on 
Commerce
Relates to identity theft; provides for the 
notification of a breach in the security of 
computerized data that includes personal 
information; establishes a business duty to 
safeguard personal information against a security 
breach; provides penalties.

S.S.B. 3116
February 4, 2008; In Senate Committee on State 
Government
Relates to protection of personal information and 
notice procedures following a security breach.

S.S.B. 3183
February 15, 2008; In Senate Committee on 
Commerce
Concerns a study bill for an act relating to identity 
theft; provides for the notification of a breach 
in security of computerized data that includes 
personal information; establishes a business 
duty to safeguard personal information against a 
security breach.

S.S.B. 3200
March 5, 2008; In Senate; Becomes Senate File 
2308
Relates to identity theft, including providing for 
the notification of a breach in the security of 
computerized data that includes personal information; 
and establishing a business duty to safeguard 
personal information against a security breach.



10

The business impact of data security regulations: Featuring Massachusetts A Sophos white paper

NOTE: For the latest status of legislation in all US states and territories, please visit each state’s website.

KENTUCKY

H.B. 553
March 26, 2008; To Senate Committee on 
Judiciary
Requires a business to give specified notice to a 
person whose personal information was acquired 
in a security breach with certain exceptions; 
requires a business to take certain measures 
to safeguard against breaches; declares that 
provisions regarding business use of Social 
Security numbers, security breach notices and 
safeguarding against security breaches do not limit 
the power to enforce criminal or civil statutes or 
the right to bring civil actions.

H.B. 591
March 4, 2008; Posted in committee
Restricts certain uses by agencies of a person’s 
Social Security number; prohibits the inclusion of 
a person’s Social Security number in documents 
filed or recorded with an agency; establishes a 
procedure to request redaction of a Social Security 
number shown in official records on an agency’s 
Internet website to certain exceptions; delays 
the effective date to July 1, 2009; requires an 
agency to give notice to a person whose personal 
information was acquired in a security breach.

MAINE

H.B. 1479
April 16, 2008; Public Law No. 626
Revises the listing of the data elements that 
are considered personal information to be 
consistent with current state law concerning data 
breaches; allows an individual to request that 
that individual’s personal information included 
in a document recorded with a register of deeds 
and available on the registry’s publicly accessible 
website be redacted from the record available 
online.

H.B. 1519
March 14, 2008; Resolve No. 152
Directs the Department of Professional and 
Financial Regulation’s Bureau of Financial 
Institutions to study the effect of data security 
breaches on banks and credit unions in the state; 
includes damages suffered as a result of these 
breaches, costs and the response of financial 
institutions to such breaches.

MASSACHUSETTS

M.G.L. Chapter 93H
Regulation to Safeguard Personal Information of 
Commonwealth Residents
In effect since October 2007
Requires companies to notify authorities and 
consumers if there is a possibility that their 
personal information may have been compromised.

201 CMR 17.00 Regulation
Standards for the Protection of Personal 
Information of Residents of the Commonwealth 
Effective May 2009
Requires companies that have Massachusetts 
residents’ personal information to implement 
comprehensive security controls including 
encryption.

MICHIGAN

S.B. 1022
January 22, 2008; To Senate Committee on 
Banking and Financial Institutions 
Requires encryption of certain computerized data 
and provides a remedy to depository institutions 
for security breaches.
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MINNESOTA

H.B. 1758
May 21, 2007; Filed with Secretary of State; 
Chapter No. 108
Relates to commerce; regulates access devices; 
establishes liability for security breaches; provides 
enforcement powers; defines access devices as a 
card issued by a financial institution that contains 
a magnetic stripe, microprocessor chip or other 
means for storage of information that includes 
but is not limited to a credit, debit or stored value 
card; relates to security breaches of PIN numbers.

S.B. 1574
May 10, 2007; Indefinitely postponed; see H.B. 
1758
Relates to commerce; regulates access devices; 
establishes liability for security breaches; provides 
enforcement powers.

MISSISSIPPI

H.B. 864
March 18, 2008; Died in committee
Relates to breach of security when unauthorized 
access to or acquisition of electronic files, media, 
databases or computerized data containing 
personal information such as Social Security 
numbers, credit or debit card numbers and 
driver’s license numbers has not been secured by 
encryption or by any other method or technology; 
requires notice unless it will impede a criminal 
investigation.

H.B. 1383
February 19, 2008; Died in committee
Relates to electronic payments; provides that 
policies established for the handling of electronic 
payments by state agencies, counties and 
municipalities must comply with the Payment 
Card Industry Data Security Standards, include 

appropriate measures for the disposal of personal 
information and provide protection from security 
breaches.

H.B. 1408
March 18, 2008; Died in committee
Relates to computer crimes and identity theft; 
provides for destruction of personal information 
records and protection from security breaches.

MISSOURI

H.B. 2162
April 3, 2008; To House Special Committee on 
Financial Institutions
Establishes laws for the prevention of and 
protection from security breaches.

NEW JERSEY

A.B. 2220
February 25, 2008; To Assembly Committee on 
Judiciary
Creates offenses pertaining to unauthorized use of 
confidential information; relates to websites that 
fraudulently obtain and sell private information 
including telephone records; makes it a crime for a 
person to provide confidential information to a third 
party if such party is not authorized to request the 
information; requires a custodian of confidential 
information to notify a person if confidential 
information has been accessed by unauthorized 
persons or in the event of a security breach.

A.B. 2270
February 26, 2008; To Assembly Committee on 
Financial Institutions and Insurance
Prohibits retail sales establishments from 
storing certain magnetic-stripe data; requires 
reimbursement for costs incurred by financial 
institutions due to a security breach.
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A.B. 2450
March 3, 2008; To Assembly Committee on 
Consumer Affairs
Enhances duty and broadens liability concerning 
the security of personal information; responses to a 
security breach under the Identity Theft Prevention 
Act.

A.B. 4413
June 18, 2007; To Assembly Committee on 
Financial Institutions and Insurance
Prohibits retail sales establishments from 
storing certain magnetic-stripe data; requires 
reimbursement for costs incurred by financial 
institutions due to a security breach.

NEW YORK

A.B. 2261
April 20, 2007; Enacting clause stricken
Provides that any person, firm, partnership, 
association or corporation that collects, owns, 
maintains or uses personal information shall 
disclose a security breach related to personal 
information concerning 25 or more residents in the 
state; provides for notification within two business 
days after learning of the breach; provides 
methods for notification; provides steps to be 
taken to destroy or arrange for the destruction of 
such information; allows for injunctions and civil 
penalties for violations.

S.B. 2332
February 2, 2007; To Senate Committee on 
Consumer Protection
Requires notice to residents when a computerized 
database security breach releases personal 
information.

S.B. 7355, 
June 24, 2008; To Senate Committee on Rules 
Relates to the Information Security Breach and 
Notification Act.

OKLAHOMA

H.B. 2245
May 28, 2008; Chapter No. 86
Relates to identity theft and the Security Breach 
Notification Act; provides that an individual 
or entity that owns or licenses computerized 
data that includes personal information shall 
disclose breaches following discovery; provides 
that breaches must be disclosed if encrypted 
information is accessed and acquired in 
unencrypted form; provides that notice may be 
delayed if a law enforcement agency determines 
that notice will impede a criminal or civil 
investigation, or homeland or national security.

PENNSYLVANIA

H.R. 324
July 4, 2008; In House; Removed from table
Memorializes the Congress of the United States to 
take appropriate action to establish a national baseline 
standard for the disclosure of security breaches.

TENNESSEE

H.B. 3860
March 25, 2008; From House Committee on 
Consumer and Employee Affairs: Recommend 
passage
Prohibits fees for imposing or removing a credit 
freeze on a consumer when the consumer has 
been a victim of a breach of an information 
holder’s security system.

S.B. 3269
January 23, 2008; To Senate Committee on 
Commerce, Labor and Agriculture
Concerns Consumer Protection; prohibits fees for 
imposing or removing a credit freeze on a consumer 
when the consumer has been a victim of a breach 
of an information holder’s security system.
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UTAH

H.B. 468
March 5, 2008; Enacting clause struck
Modifies the Consumer Credit Protection Act to 
address costs related to security breaches and access 
devices; requires that certain transactional information 
not be retained; requires the payment of costs of a 
security breach under certain circumstances; provides 
for a cause of action for failure to pay.

VERMONT

S.B. 240
May 9, 2008; Act No. 140
Repeals the sunset of the law enforcement 
exemption to the Social Security Breach Notice 
Act; amends the repeal date.

VIRGINIA

H.B. 1052
February 4, 2008; From House Committee on 
Science and Technology: Reported as substituted, 
see H 1469
Requires any entity doing business in the state that 
owns or licenses personal information to conduct 
an investigation upon discovery of a security 
breach and to notify the attorney general; allows 
for recovery of direct economic damages.

H.B. 1504
February 4, 2008; From House Committee on 
Science and Technology: Reported as substituted, 
see H 1469
Creates the Compromised Data Notification Act, 
which, following discovery or notification of a 
security system breach, requires a state agency 
that owns or licenses computerized data that 
includes personal information to provide notice 
of the breach to all residents whose unencrypted 
personal information was or is reasonably believed 
to have been acquired by an unauthorized person.

S.B. 307
March 31, 2008; Acts of Assembly; Chapter No. 
566
Provides that if unencrypted or unredacted 
personal information was accessed and acquired 
by an unauthorized person, and causes identity 
theft or another fraud to any resident of the state, 
an entity that owns or licenses computerized data 
that includes personal information shall disclose 
any breach of the security of the system following 
discovery or notification of the breach of the 
security of the system to the Office of the Attorney 
General; provides that the attorney general may 
impose a civil penalty.

WASHINGTON

H.B. 2838
February 19, 2008; To Senate Committee on 
Financial Institutions and Insurance
Regulates retention of personal information 
associated with access devices; requires any 
person or business that conducts business in this 
state or that owns or licenses computerized data 
that includes consumer personal information to 
disclose any breach of the security of the system 
following discovery or notification of the breach 
in the security of the data to Washington state 
residents.

S.B. 6425
January 16, 2008; To Senate Committee on 
Financial Institutions and Insurance
Requires any person or business including 
financial institutions that conducts business in 
this state or that owns or licenses computerized 
data that includes consumer personal information 
to disclose any breach of the security system 
following discovery or notification of the breach in 
the security of the data to state residents whose 
unencrypted personal information was or is 
reasonably believed to have been acquired by an 
unauthorized person.
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WEST VIRGINIA

H.B. 2175
January 9, 2008; To House Committee on 
Judiciary
Relates to the unauthorized acquisition of data 
that compromises the security, confidentiality 
or integrity of personal information maintained 
by the data collector; requires notification to a 
consumer of any breach of consumer information 
security; requires certain actions by data collectors 
with respect to breach of security; provides civil 
penalties for violations.

S.B. 241
January 17, 2008; To Senate Committee on 
Judiciary
Requires consumer notification of an information 
security breach.

S.B. 340
April 8, 2008; Act No. 2008-37
Provides that any data collector that owns or 
uses personal information in any form—whether 
computerized, paper or otherwise—that includes 
personal information concerning a resident shall 
notify the resident that there has been a breach 
of the security; provides that the data collector 
shall provide free credit reports to the consumers; 
provides civil penalties for violations. 
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