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Avoiding the HITECH Act’s Breach 
Notification Requirement:

Securing PHI
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Avoiding Breach Notification: 
Securing Your PHI
• HITECH Act breach notification requirement applies only 

to the breach of unsecured PHI.
• HITECH Act required HHS to issue guidance specifying 

technologies and methodologies that would render PHI 
“unusable, unreadable, or indecipherable” to 
unauthorized individuals.  

• If PHI is rendered “unusable, unreadable, or 
indecipherable” to unauthorized individuals, it is secure.

• The breach of secure PHI is not subject to the breach 
notification requirement.

• Avoid having to comply with the breach notification 
requirement by SECURING your PHI. 
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Avoiding Breach Notification: 
How to Secure PHI
• HHS issued guidance on April 17, 2009 setting forth an exhaustive list of 

what technologies and methodologies will render PHI secure.
• HHS provided additional guidance on August 24, 2009.
• Technologies and Methodologies that will render PHI secure:

1. Encryption.
2. Destruction.

• Nothing else will render your PHI secure.
• In most recent guidance, HHS:

• Rejected access controls, such as firewalls, as a method for securing 
PHI.

• Rejected redaction as a means of securing PHI, and clarified that 
only the destruction of paper PHI will render that PHI secure. (HHS 
did state, however, that if PHI is properly redacted so as to be fully 
deidentified, the breach of the deidentified information will not trigger 
the breach notification requirements under the Breach Notification 
Rule.) 
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Avoiding Breach Notification: 
Encryption
• EPHI must be encrypted in accordance with the HIPAA 

Security Rule by “the use of an algorithmic process to 
transform data into a form in which there is a low 
probability of assigning a meaning without use of a 
confidential process or key and such confidential 
process or key that might enable encryption has not 
been breached.”

• Most recent HHS guidance clarified that encryption 
keys must be kept on a separate device from the data 
that they encrypt or decrypt. 
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Avoiding Breach Notification: 
Most Recent HHS Guidance
• Clarified the following:
• Data in motion includes data moving through a 

network, including wireless transmission;
• Data at rest includes data residing in a database, 

file system, flash drive, memory or any other 
storage device; 

• Data in use includes data in the process of being 
created, retrieved, updated or deleted; and 

• Data disposed includes discarded paper records or 
recycled electronic media. 
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Avoiding Breach Notification: 
Encryption Safe Harbors
• The following processes have been judged to meet the encryption 

standard set forth in the HHS guidance:
• Valid processes for encryption of stored PHI include those 

consistent with NIST Special Publication (“SP”) 800-111,
Guide to Storage Encryption Technologies for End User 
Devices, including (but not limited to) full disk encryption, 
volume encryption, virtual disk encryption, and file/folder 
encryption.  

• Valid processes for encrypting PHI during transmission would 
be those complying with the requirements in Federal 
Information Processing Standard (“FIPS”) 140-2, including 
NIST SP 800-52, Guidelines for the Selection and Use of 
Transport Layer Security Implementations, 800-77, Guide to 
IPsec VPNs, or 800-113, Guide to SSL VPNs. 
─ For example, validated processes for symmetric key encryption 

include the Advanced Encryption Standard (“AES”), Triple-DES, 
and Skipjack algorithms.



21www.vormetric.com

Practically Speaking

• Compliance with NIST/FIPS Standard is not a simple 
checklist.
• Each standard specifies means of compliance that 

may differ in particular situations.
• Example: full disk encryption may be a valid way to 

secure data against third parties, but not against 
unauthorized insiders who share a laptop or computer 
with authorized users. 

• File/Folder encryption may be better way of ‘securing’
data in that scenario.
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Avoiding Breach Notification: 
Destruction
• To comply with the destruction guidance, the media on 

which the PHI is stored or recorded must be destroyed 
in the following ways:
• Hard copy media (such as paper and film) must be 

shredded or destroyed in such a way that PHI 
cannot be read or otherwise reconstructed.

• Electronic media must be cleared, purged, or 
destroyed so that the PHI cannot be retrieved, 
consistent with the NIST SP800-88, Guidelines for 
Media Sanitization.
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What to do now?

• Work with your Chief Information Officer or IT/IS 
Managers to determine whether you currently encrypt or 
have the capabilities to encrypt PHI.
• The cost of encryption likely is less expensive than 

addressing a security breach.
• Review your medical record retention and destruction 

policies to confirm that data is being destroyed properly. 
• To reduce risk, do not retain medical records longer 

than necessary.


