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First HITECH Lawsuit Brought by a State Attorney General – Connecticut 

As a Business Associate your firm is now subject to the same legal oversight and penalties as the insurers 

are at both the Federal and State level. Size is not a factor in these matters, compliance is.  

The financial penalties are below. It would appear that Health net is a “D” facing a $1.5M fine: 

Violation Penalty/Violation Maximum per Year 

Tier A - Did not Know 100 25,000 

Tier B - Reasonable cause, not willful neglect $1,000 100,000 

Tier C - “Willful Neglect”, corrected $10,000 $250,000 

Tier D - “Willful Neglect”, uncorrected $50,000 $1,500,000 

For any breach involving more than 500 lives a BA must report it to the local media and the 

reputation damage of press like this to a broker would be devastating. 

 



 
 

The stated goals of the HITECH 
Act include implementation of: 

 A national health technology 
infrastructure (including both 
hardware and software) to 
ensure the electronic exchange, 
use and integration of health 
information … 

 An electronic health record 
for each person in the United 
States by 2014… 

 Strategies to enhance the use 
of health information 
technology … 

 Guidelines to improve the 
continuity of care among health 
care settings. 

 
Executive Summary 

Effective February 17, 2010 HITECH substantially expands the scope of the HIPAA Privacy and 

Security Rules and applies them to business associates (BA’s).  

The prior quotes from carrier BA agreements make it clear that as a benefits consultant or broker, 

regardless of your firm’s size, you are legally considered a “Business Associate” (BA) under HIPAA 

and your carrier’s producer contracts.  Appendix I details the full legal definition. 

As a “trusted advisor” now you are subject to the same 

Federal laws the carriers and your clients have been since 
2003. Welcome to the Party!  

HITECH is about Healthcare Reform NOT HIPPA 

When President Obama signed the American Recovery and 
Reinvestment Act On February 17th, 2009 (the stimulus bill) a 

portion of the bill created the Technology for Economic and 
Clinical Health Act (HITECH).    

Having interchangeable PHI that is private, secure and trusted 
is a prerequisite to a national healthcare technology information 

infrastructure that will drive efficiencies in the entire healthcare 

system to drive down costs and improve care. 

This is REAL healthcare reform and it is mandated for 2014 

around the time the new healthcare bill will hit in full force. 

As such HHS, states and Federal government are going to take 

this very seriously and so should you.  

Legal Changes Include: 

HITECH also substantially expands the existing HIPAA Privacy and Security Rules as the 

―enforcement hammer” of the law and substantially increases the penalties for violations of HIPAA.   

 Apply the HIPAA privacy and security requirements directly to business associates (BA)  

 Create new privacy requirements for HIPAA covered entities (CE) and their BA’s  

 Establish mandatory federal breach reporting requirements for HIPAA CE’s and their BA’s 

 A new “Tattle” rule requires BA’s to report their CE’s (clients and carriers) breaches  

 Local media notification is mandatory if a breach involves 500 or more lives 

 Allow the state Attorneys General to take legal action on privacy/security violations. CT took 
the first action against Health Net last week. 

 Establish new criminal and civil penalties for noncompliance that apply to BA’s as well 
 

Violation Penalty/Violation Maximum per Year 

Tier A - Did not Know 100 25,000 

Tier B - Reasonable cause, not willful neglect $1,000 100,000 

Tier C - ―Willful Neglect‖, corrected $10,000 $250,000 

Tier D - ―Willful Neglect‖, uncorrected $50,000 $1,500,000 

What a Broker/Consultant as a BA Must Do 

Get your Privacy and Security Policies Documented and in place and focus on encrypting all PHI 
your organization handles and communicates…by 2/17/2010.  

Bottomline - As a broker you better be on top of this or your entire business will be at risk. 



 
 

HITECH 101 for Employee Benefits Brokers and Consultants  

As a BA effective February 17, 2010 HITECH substantially expands the scope of the HIPAA Privacy 
and Security Rules by applying most of the rules’ provisions to you and your entire organization. 

Appendix I provides the legal definitions for you in case you are still in denial. 

Privacy Rule Requirements for a BA or CE:  

 Appoint a “Chief Privacy Officer”.  

 May use and disclose PHI if is not ―unsecured‖: 

o Use of minimum amount required and much more. 

Security Rule Requirements 

Administrative safeguards (45 C.F.R. § 164.308): Policies and documentation (45 C.F.R. § 164.316): 

All policies et al must be 
appropriately maintained 

for Privacy and the areas 
below in written and/or 

electronic form be 

available for 
review/audit by 

―Covered Entity‖ and 
HHS, maintained for a 

minimum of 6 years, be 

reviewed and kept up to 
date.  

 

 

 

Physical safeguards (45 C.F.R. § 164.310) must be enacted and monitored: 

 

 Technical safeguards (45 C.F.R. § 164.312) are critical and the crux of all your security: 

 

 

Note - Use of 

encryption for 

PHI is a “Safe 

Harbor” under 

the HITECH law. 

R= Required     A= Addressable 



 
 

Sample Systemic Review and Policies 
Introduction 

To give you an idea in more of what the HIPAA regulations we showed on 

the prior page require for policies and procedures we have put together 

this section as an example of what you would need to at least assess, then 

codify, in writing to be available for audit by both your CE’s and HHS. 

It is all of this process and procedure material that Compliance Helper 

will cost effectively and comprehensively help you solve. Your Chief 
Privacy Officer – who you are required to name – can use this to get 
your organization in compliance by 2/17/2010 and keep it that way. 

Risk Assessment and Risk Mitigation: 

The first and most important step is to undertake a holistic risk assessment that examines the risks and controls 
related to four critical areas: processes, people, technology and governance.  When considering the organization’s 
processes, closely examine business and IT processes. For example: 

 Determine how PHI is used in each business process – both paper and electronic. 

 When assessing issues related to people, consider the following:   

o Is staff trained in the secure handling of paper and electronic health records?  

o Do the policies and procedures provide employees with adequate and up-to-date guidance? 

 Next, examine the technology side.  

o Conduct a vulnerability assessment of the network. 

 Pair the vulnerabilities to relevant threats for a complete picture.  

o If encryption is present, is it the most up-to-date encryption algorithm?  

o Is the patch management program operating effectively? 

 Inventory and review all outsourced service provider agreements.  

o Request auditor attestations, such as SAS 70 reports, from service providers that process 
significant transactions. 

o Ensure a ―right to audit‖ clause is defined in the contract. 

 Finally, look at governance issues: Identify the individuals who are responsible for the program.  

o In the event of a breach, who will promptly notify management?  

o Who is responsible for making sure timely information security reviews are done? 

Physical Safeguards - (45 C.F.R. § 164.310) must be enacted and monitored: 

 How is PHI stored within the organization (i.e. 
fixed server databases/hard drives versus 
removable media such as backup tapes)? 

 Does your company of a physical security 
plan? 

 What types of controls exists to limit access 
into buildings containing servers that host PHI? 

 What types of controls exists to limit access 
within buildings to rooms housing servers containing PHI? 

 Who has access to facilities containing PHI, and what process exists to grant these individuals access? 

 What environmental controls exist to protect PHI from destruction? 

 To the extent PHI is physically maintained, does the organization employ shredders or other destroying 
devices for confidential PHI containing documents?   

o Do you train and document the training of employees on the use of shredders? 

http://www.compliancehelper.com/


 
 

Administrative Safeguards (45 C.F.R. § 164.308): Policies/Documentation (45 C.F.R. § 164.316)  

What policies (and procedures) are available 
specifically addressing HIPAA privacy and security 
rules and compliance including the following:  

1. Risk Management 

2. Risk Assessment and Application 
Criticality Analysis (FIPS 200) 

3. Physical Security 

4. Encryption 

5. Remote Access 

6. Media and Document Destruction 

7. Change Control/ Patch Management 

8. Acceptable Use (Email, Portable Media, Software, Company Resources) 

9. Training and Security Reminders 

10. Antivirus and Workstation Security 

11. Unique User Identification 

12. Audit and Log Monitoring 

13. Security  Incident 

14. Contingency and Emergency Access and 

15. Workforce Clearance, Sanction, and Access Management. 

 Who or what group within the organization is responsible for creating and updating these policies? 

 When the organization’s policies were last updated? 

 How often have any of these policies been updated? 

 Are new employees trained to follow these policies and procedures? 

 How frequently are existing employees re-trained on existing policies and procedures? 

 How frequently are existing employees trained regarding updates in HIPAA rules? 

 How are personnel screened in order to grant certain levels of access to PHI? 

 Does the organization have a formal security incident response plan to address potential breaches of 
security that include at a minimum:  

1. Roles and responsibilities  

2. Isolate affected system  

3. Preserve evidence  

4. Restore compromised system from known safe backups and  

5. Post incident response report including identification of lessons learned and other mitigating 
controls may be indicated based on the incident? 

 Does the organization require business partners to comply with its privacy and security policies? 

 Does organization ever send PHI via email or ftp (file transfer protocol)? 

 Does the organization have policy or procedures related to de-identifying PHI for use in advertising, 
marketing, educational programs? 

 What policies and procedures exist regarding notification in the event of a breach? 
 

 

 



 
 

Technical Safeguards – (45 C.F.R. § 164.312) are critical and the crux of all your security:  

 What types of security exists to protect PHI 

as it flows to/is accessed at remote 

workstations? 

 Describe the data flow ―life-cycle‖ of PHI 

through the organization’s information 
systems.   

o This should cover hosting services, TPA, wellness, claims audit, actuarial and other 

partners including sub agents. 

 Does the organization prevent browsers with un-patched security vulnerabilities from accessing 

the company’s information system? 

 What types of security and encryption protect portable media containing PHI? (Portable media 

should always be encrypted.) 

o Equipment Encryption Inventory & Checklist 

o Policy and Audits 

 Regularly verify or audit that encryption policies 

are in place and being followed. 

o Passwords 

 Use a strong password AND make it different than 

your computer login 

 Never write a password down. 

 Do not share passwords 

o Portable Devices Inventory 

 Know what PHI is stored on all portable devices. 

 Minimize the amount of PHI on portable devices (none in identifiable form). 

 Delete PHI from all portable devices as soon finished working with it. 

 Only use portable storage devices like USB keys, with encryption installed, or 

install encryption on them before use them to store PHI. 

o PC/Laptop/PDA/Server 

 Enable operating system encryption.  

 Purchase systems with whole disk encryption  OR 

 Purchase software for whole disk or virtual disk encryption on laptops/ PDA.  

 Only store PHI on an encrypted disk. 

 Does the organization have routine maintenance protocols that backup, delete, relocate, or 
otherwise impact data containing PHI? 

 What types of audit mechanisms exist to track access and transmission of PHI by internal or 
external users?   

o Typically audit logs include a timestamp, a unique user account, data 

accessed/modified/created, and the location of the user. 

o How often are these audit mechanisms used to detect abnormal use? 

 Do automatic triggers exist to notify the organization of abnormal PHI use? 

Unsecured PHI - Section 
13402 of the HITECH Act 
defined ―unsecured‖ PHI as 
information that was not 
secured through the use of 
technology rendering the 
information “unusable, 
unreadable or 
indecipherable.” .” i.e 
encrypted or destroyed. 

Safe Harbor - Use of 

encryption for PHI is a “Safe 

Harbor” under the HITECH law 

and 47 state privacy laws. 



 
 

Best of Class Solutions for UBA Members from The Industry Radar 

As you can see from the prior pages the HIPAA/HITECH requirements for documentation and reporting 
and the mishandling of PHI (i.e. transmitting it unencrypted) are specific and extensive and the 

financial penalties for non-compliance and more importantly from a reputation perspective are steep. 

 The Industry Radar Business Network has partnered with Compliance Helper and Zixcorp to 

provide a world class, solutions for brokers to manage their compliance obligations and email 

encryption needs and most importantly protect your business and reputation. 

 Compliance Services for Brokers and Benefits Consultants (BA's) 

Compliance Preparation - $995 

 

Compliance Helper is a web based service that delivers customizable HIPAA/HITECH policies and 

procedures, forms and a step-by-step process which includes gap analysis. You also get a personal 
Helper to guide and support you.  The Helper will answer all of your questions through our notes 

feature; check all your edits to assure that you remain in compliance.  

In essence your firm gets the benefits of your own virtual personal privacy and security compliance 

expert for a fraction of the cost of retaining a law firm to assist you every step of the way.   

These tools were designed by well known privacy expert, author and speaker Rebecca Herold – aka 
The Privacy Professor. For over 17 years Rebecca has provided information security, privacy and 

compliance services to a diverse set of organizations around the world.  In 2007 Rebecca was named 
one of the ―Best Privacy Advisers‖ by Computerworld and one of the "Top 59 Influencers in IT 

Security" by IT Security magazine.  Rebecca is also an Adjunct Professor for the Norwich University 
Master of Science in Information Assurance (MSIA) program. 

Measurement - Compliance Meter™ 

You can’t improve what you don’t measure and the Compliance 
Meter™ allows a BA to share their ongoing compliance across 4 

areas - policies, procedures, forms, and Care score. 

The process of arriving at these scores reflects our overall 

philosophy of giving the client templates, they edit to match 

their internal process and then having a Helper check their 
edits to ensure that they still meet the standards.   

As they work their way through the templates and get them 
approved their percentage of completion is reflected by the 

Compliance Meter. A score of 100 means that all of your 

policies, procedures et al have been reviewed and approved. 

Compliance Maintenance - $95/month 

Once a BA has achieved their initial level of compliance they move into ―Care‖ or ―maintenance 

mode.‖  Each month they receive a list of tasks that they must accomplish in order to stay in 

compliance.  As these tasks are completed and checked off their Care score increases.  The meter 
reflects their Care score for the previous month.   

In addition to tasks, they may also receive new or revised policies, procedures, or forms which reflect 
changes in the standards.  A BA’s scores will go down until these have been reviewed, edited, and 

approved. As a broker or consultant you will be able to provide a window into your compliance to your 
customers, insurers and vendors and even display a badge on your website showing your compliance. 

 



 
 

Encrypting PHI 

Equally important to having your policies and procedures documented is 

making sure that you and your team always handles PHI privately and 

securely.  Appendix I gives a full definition of PHI. 

Why use encrypted mail? Simple. HITECH grants “safe harbor” to any 

data that is encrypted so you will not be held accountable for any 

breaches that involve encrypted information.  

The law requires it and all your carrier and customer BAA’s require it. The 

right email encryption tools can make this painless for all involved which is 

why we chose to partner with industry leader ZixCorp. 

Why Use ZixCorp for your Email Encryption Needs?  

 

Health Insurer and Group Insurer Client List  

The list below is just a partial list of over 160 healthcare insurers, group carriers, TPA’s, wellness firms 

and benefits administration companies who are on the Zix Network today. 

 
 
 
 
 
 
 
 
 
 
 
 

Zix 

Provides 

Unsecured PHI - Section 
13402 of the HITECH Act 
defined ―unsecured‖ PHI as 
information that was not 
secured through the use of 
technology rendering the 
information “unusable, 
unreadable or 
indecipherable.” .” i.e 
encrypted or destroyed. 

Safe Harbor - Use of 

encryption for PHI is a “Safe 

Harbor” under the HITECH law 

and 47 state privacy laws. 



 
 

Email Encryption and Operational Efficiency For Your Business 

Your organization likely uses Zix daily in working with carriers like Cigna, Wellpoint, Anthem et al 

through their Zix Portals. This is a time consuming process of having to login to each carrier portal 

every time messages are exchanged. 

If your organization joins the Zix Network these messages will simply be sent and received in a 

transparent fashion in Outlook between your team and any other Zix Network member. Our research 

shows on average that between 75 and 100 per employee is a good average in the numerous firms we 

have reviewed. 

Zix can run a network usage report for your company (see below for a sample of a 10 employee 

brokerage firm) and tell you exactly how many messages your team received in the last year.  

Each of these message in the ―Count‖ represent a user receiving an email with a link, having to then 

login to each unique portal with a unique login and password for each user and retrieving a message.  

Portal Name Sending Domain Recipient Domain Count 

abs-tpa abs-tpa.com XXXX.com 7 

americancommunity american-community.com XXXX.com 1 

anthem-n anthem.com XXXX.com 13 

anthem-n XXXX.com XXXX.com                                                        16 

anthem-n wellpoint.com XXXX.com                                                        98 

bcbsaz azblue.com XXXX.com 139 

bcbsaz XXXX.com XXXX.com 24 

bcbsm bcbsm.com XXXX.com 313 

bcbsm XXXX.com XXXX.com 5 

bcbsm mbt.xxxxx.com XXXX.com 1 

bcbsm rxxxx.com XXXX.com 18 

benefitconcepts benefitconcepts.com XXXX.com 3 

cigna-e /o=cigna/ou=region01/cn=recipients/cn=djdela XXXX.com 1 

cigna-e cigna.com XXXX.com 181 

cigna-n XXXX.com XXXX.com 8 

humana-v humana.com XXXX.com 7 

nmc nebraskamed.com XXXX.com 1 

pharmacare caremark.com XXXX.com 5 

pharmacare pharmacare.com XXXX.com 46 

pulte XXXX.com XXXX.com 10 

zmc caremark.com XXXX.com 1 

zmc XXXX.com XXXX.com 2 

zmc hartfordlife.com XXXX.com 41 

zmc weyco.com XXXX.com 3 

zmc zixmessagecenter.com XXXX.com 5 

  
Total Messages 949 

At a minimum of 2 minutes per secure email retrieval this firm’s employees spent over 33 hours – or 

nearly a full work week - on this time consuming and non productive task. At an average staff 

salary/benefits of $100,000 joining the ZIX Network actually saved this organization money. So by using 

Zix for your HITECH compliance needs you also are getting an immediate ROI on your investment of 

improved productivity and customer service. 

As part of a proposal for your firm we will run a report like this for you as well 

 



 
 

The Best BA Solution - Hosted Secure Email Encryption powered by Zix Corp® 

ZixVPM (Virtual Private Messenger) is a policy-based email encryption appliance for enterprise-wide 

regulatory compliance. It provides company-wide security, content filtering, and management of 

outbound corporate email.  

ZixVPM provides the benefits of a secure messaging gateway without having to create and manage 

encryption keys, by leveraging the world’s largest email encryption directory, ZixDirectory. Plus, it’s 

totally transparent to end users. 

ZixVPM enables organizations to comply with industry regulations and corporate 

security policies with built-in lexicons that automatically encrypt messages to meet 

specific needs including healthcare, finance, and profanity. ZixVPM provides a 

secure and private channel for email communications between employees, 

customers, and business partners — or anyone with an email address. 

The Power of the Zix Network 

One way to think of the Zix Network is like ―In Network‖ and ―Out of Network‖ in a health plan. In the 

health plan cost is the differentiator. Here it is time, convenience, full HIPAA/HITECH compliant security 

and transparent communication. 

ZixVPM employs the most efficient and secure way to deliver messages through ZixCorp’s 

unique “Best Method of Delivery”.  ZixVPM provides a secure and private channel for email 

communications between employees, customers, prospects, health plans, group insurers, TP’As or 

anyone with an email address. 

 

 

 

 

 

 

Key Benefits 

 Quick deployment less than a day  

 No training for end users 

 Ability to send to anyone 

 No software to install 

 No hardware to install 

 Built-in content scanning 

 Seamless integration with existing 

infrastructure and systems 

 

Key Features 

 Full content scanning of message and 

attachments 

 Centralized policy management for HIPAA 

et al 

 State privacy law policies for MA and NV 

 Automatic retrieval and distribution of 

public encryption keys 
 Corporate-defined policy management 

 Custom branding 

 Message and attachment compression 

 Support of TLS and SSL protocols 

 Secure receive and reply for all recipients 

 Creation of certified receipts and non-

refutable time stamps 

 

http://www.zixcorp.com/solutions/ee_zixdirectory.php


 
 

In Network – Transparent, Rules Based Connection and Encryption 

 

 

 

 

 

 

 

 

 

 

 

 

Out of Network – Zixport for Inbound Communication 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

With ZixVPM users from all member companies 

connect inbox to inbox (carriers, customers et al) 

using the automated HIPAA, FINRA and SEC rules 
and attachment scanning for encryption. State 

privacy rules for MA and NV are also automated and 
certified receipts and non-refutable time stamps are 
automatically generated. 

For users not on the Zix Network a portal branded to 

your firm can be created allowing these users the 

ability to communicate securely as well right from 

your web site. The Zix Portal is what you use today 

with carriers if you are not on the Network. 

 



Turnkey Policies, Procedures and Email Encryption for any BA (or CE) 

HITECH substantially expands the scope  of the HIPAA Privacy and Security Rule by applying most of the rules’ 

provisions to business associates.  These MUST be implemented by 2/17/2010 to avoid penalties.  

Privacy Requirements: 

 Business associates may use and disclose PHI 

 Disclosure must be in compliance with each applicable requirement of the privacy provisions of their BA contracts 

Your organization needs to appoint a “Chief Privacy Officer”. Policies and documentation (45 C.F.R. § 164.316) - must 

be appropriately maintained for the areas below in written and/or electronic form, must be available for review/audit by 

“Covered Entity” and HHS, maintained for a minimum of 6 years and be periodically reviewed and kept up to date: 

 Administrative safeguards (45 C.F.R. § 164.308)  

 Physical safeguards (45 C.F.R. § 164.310)  

 Technical safeguards (45 C.F.R. § 164.312)  

  

R= Required     A= Addressable 

 Disclaimer: This discussion and its references are not legal advice. Consult qualified counsel for any legal issues 
that concern you, your organization, or questions of compliance. 

 

Safe Harbor - Use of encryption for PHI is a “Safe 

Harbor” under the HITECH  law. 

Industry Radar 

Turnkey Solutions 

Prov ides BA ’s w ith templated 

policies, procedures, and 

forms online ready to 

customize to their  own 

respective organizations.  They 

also get a human helper  to 

monitor their work, prov ide adv ice, 

answer questions and guide them  

in creating and maintaining an 

effectiv e and compliant HITECH 

security  and priv acy  program.   

Basically their  own dedicated 

pr ivacy lawyer/ consultant, 

without the consulting pr ices!   



 
 

Industry Radar Business Network – HITECH Solutions Pricing 

Service Unit Cost 

# of 

Units 

Total 

Cost 

Plans/Policies/Recordkeeping   
 

    

Compliance Helper -  1X fee $995 

  
Compliance Helper Maintenance $95/month     

Email Encryption       

Per Domain Setup Fee (One Time)  - Exchange Server Required  $300      

VPM - Annual  (Per User) $90      

ZixMail – Annual (Per User) $125      

Annual Cost (Branded Portal) $2,100      

 Total Cost        

 

Additional Services from The Industry Radar  
 

Today you need to be found, be seen and be heard online. 

Our focus is on truly integrating technology into the infrastructure of your business.  

 
Business Strategy / Operations 
 Integrated Online Marketing Strategies 
 Online PR/Marketing/Advertising 
 Industry Radar Business Network 

 Events, Articles and Whitepaper Syndication 

 
Integrated Web 2.0 Technology Solutions 
 Website Strategy/Redesign 
 Client Portals – Personalized and Branded 
 Search Engine Optimization 

 Social Media Strategy 
 Content Syndication 

 Newsletters 
 Newsfeeds 
 Mobile 

 Blogging 
 

Business Solutions 
 Email Marketing / Prospect List Rental 
 HIPAA/HITECH 

 Encrypted Email 
 Compliance 

 CRM – Salesforce.com 
 HRIS/Benefits Admin Marketing 

 Needs Assessment 
 RFP/RFI’s 
 Implementation management 

 

 
 



 
 

Transaction means the transmission of 
information between two parties 
to carry out financial or 
administrative activities related 
to health care. It includes the 
following types of information 
transmissions: 

 Health care claims or equivalent 
encounter information. 

 Health care payment and remittance 
advice. 

 Coordination of benefits. 

 Health care claim status. 

 Enrollment and disenrollment in 
a health plan. 

 Eligibility for a health plan. 

 Health plan premium payments. 

 Referral certification and 
authorization. 

 First report of injury. 

 Health claims attachments. 

 Other transactions that the Secretary 
may prescribe by regulation. 

 

Appendix I - Legal Definitions from the HIPAA Law 

Business Associate: 

(1) Except as provided in paragraph (2) of this definition, 

business associate means, with respect to a covered 
entity, a person who: 

(i) On behalf of such covered entity or of an organized 

health care arrangement (as defined in 
§164.501 of this subchapter) in which the 

covered entity participates, but other than in 
the capacity of a member of the workforce of 

such covered entity or arrangement, performs, 

or assists in the performance of: 

(A) A function or activity involving the use or 

disclosure of individually identifiable 
health information, including claims 

processing or administration, data 
analysis, processing or administration, 

utilization review, quality assurance, 

billing, benefit management, practice 
management, and repricing; or 

(B) Any other function or activity regulated by this 
subchapter; or 

(ii) Provides, other than in the capacity of a member of 

the workforce of such covered entity, legal, 
actuarial, accounting, consulting, data aggregation (as defined in 

§164.501 of this subchapter), management, administrative, 
accreditation, or financial services to or for such covered entity, or to 

or for an organized health care arrangement in which the covered entity 
participates, where the provision of the service involves the disclosure of 

individually identifiable health information from such covered entity or 

arrangement, or from another business associate of such covered entity or 
arrangement, to the person. 

(2) A covered entity participating in an organized health care arrangement that performs 
a function or activity as described by paragraph (1)(i) of this definition for or on 

behalf of such organized health care arrangement, or that provides a service as 

described in paragraph (1)(ii) of this definition to or for such organized health 
care arrangement, does not, simply through the performance of such function or 

activity or the provision of such service, become a business associate of other 
covered entities participating in such organized health care arrangement. 

(3) A covered entity may be a business associate of another covered entity. 

 

Trading partner agreement 

means an agreement related to the exchange of information in electronic transactions, 
whether the agreement is distinct or part of a larger agreement, between each 

party to the agreement. (For example, a trading partner agreement may 
specify, among other things, the duties and responsibilities of each party 
to the agreement in conducting a standard transaction.) 

 

http://www.hipaasurvivalguide.com/hipaa-survival-guide-03.php#transaction
http://www.hipaasurvivalguide.com/hipaa-survival-guide-03.php#business-associate
http://www.hipaasurvivalguide.com/hipaa-regulations/164-501.php
http://www.hipaasurvivalguide.com/hipaa-regulations/164-501.php


 
 

Use means, with respect to 

individually identifiable health 
information, the sharing, 
employment, application, 
utilization, examination, 
or analysis of such 
information within an 
entity that maintains such 
information. 

Health Information 

means any information, whether oral or 
recorded in any form or medium, 

that: 

(1) Is created or received by a health 

care provider, health plan, public 
health authority, employer, life 
insurer, school or university, or 

health care clearinghouse; and 

(2) Relates to the past, present, or future 

physical or mental health or 
condition of an individual; the provision of health care to an individual; or the 
past, present, or future payment for the provision of health care to an 
individual. 

Individually Identifiable Health Information 

is information that is a subset of health information, including demographic 
information collected from an individual, and: 

(1) Is created or received by a health care provider, health plan, employer, or 
health care clearinghouse; and 

(2) Relates to the past, present, or future physical or mental health or condition of an 

individual; the provision of health care to an individual; or the past, present, or 
future payment for the provision of health care to an individual; and 

(i) That identifies the individual; or 

(ii) With respect to which there is a reasonable basis to believe the 
information can be used to identify the individual. 

Protected Health Information 

means individually identifiable health information: 

(1) Except as provided in paragraph (2) of this definition, that is: 

(i) Transmitted by electronic media; 

(ii) Maintained in electronic media; or 

(iii) Transmitted or maintained in any other form or medium. 

(2) Protected health information excludes individually identifiable health information in: 

(i) Education records covered by the Family Educational Rights and Privacy 
Act, as amended, 20 U.S.C. 1232g; 

(ii) Records described at 20 U.S.C. 1232g (a)(4)(B)(iv); and 

(iii) Employment records held by a covered entity in its role as employer. 
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